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FOREWORD

1. This military handbook is approved for use by all Departments
and Agenclies of the Department of Defense.

2. Beneficial comments (recommendations, additions, deletions)
and any pertinent data which may be of use in improving this
document should be addressed to: HQ AFSC/ENR, Andrews AFB,
Maryland 20334

3. The Department of Defense 1is committed to maintaining the
operational viability of our weapons systems and at the same time
keeping support costs under control. Historically, software
support has been a major contributor to overall life cycle costs.
This standardization document, short titled "The Software Support
Handbook", is an attempt ¢to improve this situation through
standardization of related concepts and management procedures.
The Software Support Handbook was developed by the Department of
Defense with the assistance of the military departments, federal
agencies, and industry. It is a cornerstone document, covering
pre- and post-deployment software support operations. In
addition to a standard definition and detailed description of
software support and the post-deployment software support
process, this handbook provides guidance in the areas of post-
deployment software support and transition planning, post-
deployment software support resource analysis, software support
activity resource requirements planning, and post-deployment
software support concept alternatives.

4. Each Service or agency needs to consult applicable software
standards and directives for current DoD policy and reporting
formats.
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1. SCOPE

1.1 Scope. This handbook presents software support concepts,
procedures, and guidance to all managers responsible for Mission-
Critical Computer Resources (MCCR) development or support.

1.2 Applicability. This handbook covers software support
activities and requirements throughout the system life cycle and
should be selectively applied within the defense community to
achieve consistency with individual Service and program
requirements. It is intended to be used by Department of Defense
(DoD) and commercial agencles involved in any software support
activity.
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2. APPLICABLE DOCUMENTS

2.1 Government Documents.

2.1.1 Specifications, standards, and handbooks. The following
specifications, standards, and handbooks form a part of this
document to the extent specified herein. Unless otherwise

specified, the issues of these documents are those listed in the
current 1issue of the Department of Defense Index of
Specifications and Standards.

STANDARDS

MILITARY

MIL-STD-480 - Configuration Control, Engineering
Changes, Deviations, and Waivers

MIL~-STD-483 - Configuration Management Practices
for Systems, Equipment, Munitions,
and Computer Programs

MIL-STD-490 - Specification Practices

MIL~STD-881 - Work Breakdown Structures for
Defense Material Items

Technical Reviews and Audits for
Systems, Equipments, and Computer
Software

MIL-STD-1521

DoD-STD-2167 Defense System Software Development

DoD-STD-2168 - Defense System Software Quality
Program
DI-E~-7142 - Software Support Transition Plan

(Unless otherwise indicated, coples of federal and military
specifications, standards, and handbooks are available from the
Naval Publications and Forms Center, (ATTN:NPODS), 5801 Tabor
Avenue, Philadelphia, PA 19120-5099.)

2.1.2 0Other Government documents, drawings, and publications.
The following other Government documents, drawings, and
publications form a part of this document to the extent specified

herein.
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DoD Directive 5000.1

DoD Directive 5000.3

DoD Directive 5000.29

DoD Directive 5000.39

DoD Instruction 5000.2 -

(Copies of DoD directives

Major and Non-Major Defense
Acquisition Programs

Test and Evaluation

Management of Computer Resources in
Major and Non-Major Defense Systems

Acquisition and Management of
Integrated Logistics Support for
Systems and Equipment

Defense Acquisition Program
Procedures

are available from the Commanding

Officer, Naval Publications and Forms Center, 5801 Tabor Avenue,

Philadelphia, PA 19120-5099.)
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3. DEFINITIONS

this handbook. The acronyms used in this

handbook are defined as follows:

a.
b.
c.

a.

ABL
CcCB
CI
CM

CRISD

CRLCMP

CSsC
CSCI
. CsU
DoD
ECP
FBL
FCA
FQT
ILS
ILSP
IRS
IV&V

LCC

MCCR

Allocated Baseline
Configuration Control Board
Configuration Item
Configuration Management

Computer Resources Integrated Support
Document

Computer Resources Life Cycle Management
Plan

Computer Software Component
Computer Software Configuration Item
Computer Software Unit

Department of Defense

Engineering Change Proposal
Functional Baseline

Functional Configuration Audit
Formal Qualification Test
Integrated Logistics Support
Integrated Logistics Support Plan
Interface Requirements Specification
Independent Verification and validation
Life Cycle Cost

Logistics Support Analysis

Mission-Critical Computer Resources
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v. OT&E - Operational Test and Evaluation
w. PBL - Product Baseline

x. PCA - Physical Configuration Audit

Y. PDSS - Post-Deployment Software Support
zZ. SCN - Specification Change Notice

aa. SDD - Software Design Document

bb. SDF - Software Development File

cc. SEE - Software Engineering Environment
dd. SLcC - Software Life Cycle Cost

ee. SILCSC - Software Life Cycle Support Cost
£f. SPS - Software Product Specification
gg. SRS - Software Requirements Specification
hh. SsA - Software Support Activity

ii. sTD - Software Test Description

Jj. STE - Software Test Environment

kk. STP - Software Test Plan

l1. STR - Software Test Report

3.2 Baseline.

MIL-STD-480B:

"A configuration identification

document or a set of such documents formally designated by the
Government at a specific time during a CI's 1life cycle.
Baselines, plus approved changes from those baselines, constitute
the current approved configuration identification. For
configuration management purposes there are three baselines,
which are established sequentially, as follows:

a. Functional baseline (FBL). The 1initially approved
documentation describing a system's or item's functional
characteristics and the verification regquired to demonstrate the
achievement of those specified functional characteristics.

b. Allocated baseline
documentation describing an item's

(ABL) . The initially approved
functional and interface

5
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characteristics that are allocated from those of a higher level
CI, interface requirements with interfacing configuration items,
additional design constraints and the verification required to
demonstrate the achievement of <those specified functional and
interface characteristics.

c. Product baseline (PBL). The initially approved
documentation describing all of the necessary functional and
physical characteristics of the CI, any required joint and
combined operations interoperability characteristics of a CI
(including a comprehensive summary of the other service(s) and
allied interfacing CI's or systems and equipments), and the
selected functional and physical characteristics designated for
production acceptance testing and tests necessary for support of
the CI."

3.3 Computer resources. DoD-STD-2167A: "The totality of
computer hardware, software, personnel, documentation, supplies,

and services applied to a given effort."

3.4 Computer software (or software). DoD-STD=-2167A: "A

combination of associated computer instructions and computer data
definitions required to enable the computer hardware to perform
computational or control functions."

3.5 Computer software confiquration item (CSCI). DoD=-STD~-
2167A: "A configuration item for computer software." MIL~-STD-
480B: "Configuration item (CI). An aggregation of hardware,
firmware, software, or any of 1its discrete portions, which
satisfies an end use function and is designated for configuration
management...."

3.6 Computer software documentation. DoD-STD-2167A: “Technical
data or information, including computer listings and printouts,

which documents the requirements, design, or details of computer
software, explains the capabilities and limitations of the
software, or provides operating instructions for using or
sgpporting computer software during the software's operational
life."

3.7 Confiquration. MIL-STD~480B: "The functional and physical
characteristics of hardware, firmware, software or a combination
thereof as set forth in technical documentation and achieved in a
product." The physical characteristic of software is the machine
language image and is described in the Software Product
Specification (SPS). Any change to the SPS, which includes
source code listings and identification of the compiler/assembler
used to translate the source code, 1is a change to the product
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configuration identification and to the physical characteristic
of the CSCI.

3.8 CSCI development process. As described in DoD-STD-2167A,
the CSCI development process consists of six activities: software
requirements analysis, preliminary design, detailed design,
coding and computer software unit (CSU) testing, computer
software component integration and testing, and CSCI testing.

3.9 Firmware. DoD-STD-2167A: "The combination of a hardware
device and computer instructions or computer data that reside as
read~-only software on the hardware device. The software cannot
be readily modified under program control."

3.10 Independent verification and validation (IV&V). DoD-STD-

2167A: "Verification and validation performed by a contractor or
Government agency that is not responsible for developing the
product or performing the activity being evaluated. IV&V is an
activity that is conducted separately from the software
development activities governed by this standard [i.e., DoD-STD-
2167A)."

3.11 Mission-Critical Computer Resources (MCCR). Title 10,
United States Code, Section 2315 (Public Law 97-86) provides

legal requirements for the acquisition of computer resources
within DoD. For the purposes of this document MCCR is defined as
follows:

A, Mission-Critical Computer Resources are elements of computer
hardware, software, or services whose function, operation or use:

1. involves intelligence activitles;

2. involves cryptological activities related to national
security;

3. involves the command and control of military forces;

4. involves equipment which is an integral part of a
weapon or weapons system; or

5. is critical to the direct fulfillment of
military or intelligence missions, provided
that 1t does not include automatic data
processing equipment used for routine
administrative and business applications such
as payroll, finance, logistics, and personnel
management.
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B. Computer resources whose function, purpose, or use are
critical to the direct fulfillment of military or intelligence
missions include, but not be limited to:

1. warning, surveillance, reconnalssance, and
electronic warfare systems;

2. Mission-support systems deployed in combat

environments;
3. Classified systems and programs;
4. Strategic and tactical military

communications systems;

5. Satellite systeme supporting strategic or
tactical military missions;

6. Environment monitoring and prediction systems
directly supporting military missions (e.g.
weather, and oceanographic):

7. Locating, positioning, mapping, charting and
geodesy systems directly supporting military
missions;

8. Maintenance systems which provide direct
support to weapon systens and software
support facilitiles;

9. Systems used internally within the Department
of Defense for classified analyses, research
and development in direct support of military
or intelligence missions.

C. Computer resources used primarily for routine administrative
and business applications such as payroll, finance, logistics,
and personnel management shall not be considered military or
intelligence mission-critical.

3.12 Operational version. A software version which has been
approved for release to the using community.

3.13 Post-deployment software support (PDSS). Those software
support activities that occur during the full-rate production and

initial deployment and operations support phases of the
acquisition process.
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3.14 PDSS environment. The PDSS environment includes the
software engineering environment, software test environment, and
other equipment, material and documentation, including data
rights, necessary to provide PDSS for a designated MCCR in
accordance with the integrated logistics support concept.

3.15 Pre-deployment software support. Those software support
activities that occur before initial deployment and operations

support.

3.16 Release. DoD-STD-2167A: "A configuration management action
whereby a particular version of software is made available for a
specific purpose (e.g., released for test)."

3.17 Software change cateqgories. All software changes can be
placed into one of the following categories:

3.17.1 Software correction. A software correction is a software
change implemented to correct a fault in the software.

3.17.2 Software enhancement. A software enhancement is any
software change which is not a software correction. There are
two types of software enhancements:

3.17.2.1 Adaptive. Adaptive enhancements are software changes
necessary to accommodate change(s) in the operational or hardware
environment. Software adaptations include changes to implement
new system interface requirements, new system requirements (i.e.,
changes to the system requirements specification), or new
hardware requirements.

3.17.2.2 Perfective. Perfective enhancements are software
changes which improve software performance (e.g., man-machine
interface enhancements), maintainability or other software
attributes. A perfective change does not implement a new system
requirement.

3.18 Software development process. As described in DoD-STD-
2167A, the software development process includes the following
major activities: (Note: The CSCI development process is a
subset of the software development process.)

a. System Requirements Analysis/Design

b. Software Requirements Analysis

c. Preliminary Design

da. Detailed Design

e.” Coding and CSU Testing

£. Computer Software Component (CSC) Integration and
Testing
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g. CSCI Testing
h. System Integration and Testing

3.19 Software engineering environment (SEE). DOD-STD-2167A: "The

set of automated tools, firmware devices, and hardware necessary
to perform the software engineering effort. The automated tools
may include but are not 1limited to compilers, assemblers,
linkers, loaders, operating system, debuggers, simulators,
emulators, test tools, documentation tools, and data base

management system(s)."

3.20 Software support. DoD~-STD-2167A: "The sum of all
activities that take place to ensure that implemented and fielded
software continues to fully support the operational mission of
the software." Software support includes pre-deployment software
support and post-deployment software support.

3.21 Software Support Activity (SSA). The DoD or military
Service organization responsible for the software support of

designated MCCR.
3.22 Software test environment (STE). DoD-STD-2167A: "A set of

automated tools, firmware devices, and hardware necessary to test
software. The automated tools may include but are not limited to
test tools such as simulation software, code analyzers, etc. and
may also include those tools used in the software engineering
environment."

3.23 Software transfer. That point during the system
acquisition process when the SSA assumes responsibility for PDSS.
Software transfer is the final step in software transition.

3.24 Software transition. A controlled and coordinated sequence
of actions wherein software development passes from the
organization performing initial software development to the
organization performing PDSS. Software transition also involves
the SSA moving from pre- to post-deployment software support
activities.

3.25 Vvalidation. DoD-STD~2167A: "The process of evaluating
software to determine compliance with specified requirements."

3.26 Verification. DoD-STD-2167A: "The process of evaluating
the products of a given software development activity to
determine correctness and consistency with respect to the
products and standards provided as input to that activity."

3.27 Version. DoD-STD-2167A: "An identified and documented body
of software, Modifications to a version of software (resulting

10
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in a new version) require configuration management actions by
either the contractor, the contracting agency, or both." During
PDSS the SSA is responsible for maintaining the configuration
identification of all versions.

11



MIL-HDBK=-347

4. SOFTWARE SUPPORT CONCEPTS

4.1 Purpose. The purpose of this section is to introduce the
principles of software support, to discuss the evolution of
software support, to discuss the relationship between integrated
logistics support (ILS) and software support, to describe the
roles of the Program Manager and the SSA, and to examine the SSA

charter.

4.2 Introduction. Software support includes all activities
necessary to ensure implemented and fielded software continues to
fully support its operational mission. Implicit is the notion
that software support activities occur throughout the acquisition
process. For discussion and planning purposes, software support
can be conveniently separated into two stages, pre-deployment
software support and post-deployment software support.
Generally, pre-deployment software support activities occur
during concept exploration, demonstration and validation, and the
full scale development phases of the acquisition process, while
PDSS usually coincides with the production/deployment and
support phases. Although the SSA is a key participant throughout
the acquisition process, it is important to recognize that the
activities and responsibilities of the SSA vary considerably
between the pre- and post-deployment software support stages.

4.3 Software support principles. It is important to establish
the principles upon which this document is based. They are:

a. Software support activities occur throughout
the system acquisition process.

b. The evolution of software is a continuum of
successive software development cycles
beginning with initial software development
and continuing with one or more follow-on
software development cycles.

c. Software should continue to evolve as long as
essential requirements or cost-effective
benefits can be derived through software
change.

d. The SSA is the Government's agency
responsible for providing PDSS requirements
to the Program Manager and for cost effective
PDSS operations following transition.

e. Critical MCCR activities are performed by
Government organizations to ensure

12
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accountability, responsiveness, control,
continuity and compliance. Critical
activities include the control and
identification of Government controlled
software baselines; defining and evaluating
software quality requirements; system level
testing; managing and planning for PDSS.

f. Direct communication between the using
community and the SSA is important to help
identify and isolate software problems, and
to foster attitudes of support and
cooperation.

4.4 Evolution of software support. Software support, and hence
the role of the SSA, evolves as acquisition progresses. The
SSA's capability to conduct PDSS and the eventual cost of PDSS
closely depend on what occurs, or what fails to occur, during the
pre-deployment stage. In general, during the pre-deployment
software support stage the focus of software support should be to
ensure software supportability and to plan for cost effective
PDSS. During the PDSS stage, the focus of software support
should be to ensure continued supportability, to manage PDSS, and
to conduct efficient PDSS operations.

4.4.1 Software support and the acquisition process. In
accordance with DoD Directive 5000.1, the acquisition process is

divided into five phases: concept exploration/definition; concept
demonstration/validation; full-scale development; full-rate
production and initial deployment; and operations support. The
chronological relationship between the acquisition process and
the evolution of software support can vary. Figure 1 identifies
typical ILS and software support activities within the context of
the acquisition process. Early in the acquisition process,
program direction defines the responsibilities of the Program
Manager and other acquisition participants. (Note: The term
"pProgram Manager", as defined in DoD Directive 5000.1, is used
throughout this handbook to designate the individual vested with
the authority and responsibility for program direction and
execution.) Working within the Planning, Programming and
Budgeting System, the Program Manager provides direction and
funds for development, production, and support of the systemn.

13
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FIGURE 1. Software support activities and the
acquisition process.
4.4,2 Inteqrated logistics support. Computer resources support

is one

. of the

ten integrated logistics

identified in DoD Directive

5000.39,.

14

support elements
Integrated logistics



MIL-HDBK~347

support planning is based on the approved system support concept.
The Integrated Logistics Support Plan (ILSP), which 1s the
product of the 1logistics support analysis (LSA), reflects the
system support concept. The ILSP should also incorporate
requirements for each of the ILS elements identified in figure 2.
Computer resources support embraces support requirements for
facilities, hardware, software, documentation, and personnel.
The PDSS concept, PDSS acquisition requirements, SSA resource
requirements, and cost estimates are essential components of ILS
planning. Consequently, the SSA plays a crucial role in
integrated logistics support planning.

ELEMENTS OF INTEGRATED LOGISTICS SUPPORT

»  MAINTENANCE PLANNING

»  MANPOWER and PERSONNEL

« SUPPLY SUPPORT

» SUPPORT EQUIPMENT

« TECHNICAL DATA

» TRAINING and TRAINING SUPPORT

» COMPUTER RESOURCES SUPPORT

- COMPUTER HARDWARE SUPPORT
- COMPUTER SOFTWARE SUPPORT

+ FACILITIES
» PACKAGING, HANDLING, STORAGE, & TRANSPORTATION

» DESIGN INTERFACE

FIGURE 2. Elements of integrated logistics support.

4.5 Program _Manager's role. During acquisition, the Program
Manager is responsible for acquiring a supportable system which
satisfies the fundamental needs of the using and support
communities. This encompasses a broad range of responsibilities
to include:

a. Program direction and system concept definitions,

b. Budget and schedule planning,
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c. Requirements validation,

d. Specification verification,
e. Quality assurance,

f. Configuration management,

g. Preparing acquisition plans, requests for proposal,
statements of work, contract data requirements lists,

h. Software IV&V,

i. Security requirements,

3. Testing and evaluation, and

x. System support, ILS analysis and planning.

System support, an explicit responsibility of the Program
Manager, involves establishing and managing an adequately funded
ILS program. This entails incorporating PDSS acquisition
requirements in the software development contract, early
identification of SSA resource requirements, acquiring necessary
resources, and finally, providing support. The Program Manager
is often assisted in these duties by an ILS Manager, who oversees
ILS planning. Support plans and requirements should be
documented in the ILSP.

4,6 SSA's role. The role of the SSA in support of the Program
Manager changes as acquisition progresses and software support
evolves. For example, during pre-deployment major concerns of
the SSA include planning, identifying requirements, software
quality, software supportability, and transition. During post-
deployment, the SSA's primary concern is implementing approved
software changes (i.e., conducting PDSS operations in accordance
with the approved PDSS concept) and maintaining the quality of
software and technical data at acceptable costs. Specific
responsibilities of the SSA should be defined 1in the SSA's
charter.

4.7 SSA's charter. After designation of the 8SA, a charter
should be <created and approved which defines specific
responsibilities and authority of the SSA; identifies sSA
taskings; and discusses organizational relationships (channels
for management, support, and technical direction). Frequently,

organizational relationships, responsibilities, lines of
authority, and support channels are taillored to conform to a
particular PDSS concept. As suggested by figure 3, this can

16



MIL~HDBK-347

create a complex, dynamic, and, sometimes, confusing situation.
In such environments, the SSA's charter is a vital management
document which should be promulgated early and updated as
necessary. This is true especially if organizational
relationships are not routine (e.g., in a joint Service PDSS
program). Appendix A (Sample SSA's Charter) provides a sample
charter outline. Generally, the Program Manager directs and

funds the SSA to implement program requirements contained in the
charter in accordance with

each Service's ©policies and
procedures.

ILS
User Tralning Requirements
Requirements Command Channels q

Suppont
Operalional Version Document Changes ? ? ? Contractors

Curreat Configuration [dentificauion

Support Channels CaLCcMP OTLE
SOFTWARE CHANGE REQUEST ~ J0iat Service Support

PDSS Requirements
Technical PDSS ACQUISITION REQUIREMENTS
Reviews

Class 1
Change
DOCUMENT REVISIONS SECURITY Service Support
Prioty 1 CONFIGURATION AUDITS
o Budget Spetom CCB USER'S NEEDS
Facies Suppon Authonly  poivery Scheduies
$ FUNDING SOURCE(S)$  PROGRAM MANAGER
REQUIREMENTS 5;‘;;':{;,3“;}’,"
SSA Organization Staifing
Personnel Support Software C.hange
Operational Authority

SOFTWARE SUPPORT -
MANAGER T |
— ¢ <
= X ] —1
==, =TT ‘
=i Ell &7
‘nN
o .1 O

=) \\\\/I \ .

7

a P
o d

FIGURE 3. The SSA's environment.
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5. PRE-~-DEPLOYMENT SOFTWARE SUPPORT

5.1 Purpose. The purpose of this section is to discuss the pre-
deployment software support responsibilities of the Program
M